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The focus of my research is creating computer systems to support Internet of Things (IoT) applications
that have a significant computational analysis component.

Sensors are widely deployed in our environment, and their number is increasing rapidly. In the near
future, billions of devices will all be connected to each other, creating an Internet of Things. There are
predicted to be 50 billion devices connected to the Internet by 2020 [1]. Among these devices will be
millions or billions [1] of ubiquitous sensors with myriad sensing capabilities.

However, to truly realize the Internet of Things, these devices (sensors, actuators, and user devices)
must coordinate and collaborate. Furthermore, computational intelligence is needed to make applications
involving these devices truly exciting. In the present world, we already see the impact of big-data analytics,
where vast amounts of statically collected data are correlated to produce new knowledge that empowers
intelligent applications. In IoT, however, the vast amounts of data will not be statically prepared for
batch processing, but rather continually produced and streamed live to data consumers and intelligent
algorithms. When live analysis of data streams is applied to bring intelligence to the Internet of Things,
we call this the Analysis of Things (AoT).

However, the early IoT applications currently being deployed are stovepiped. That is, they are vertical
solutions that require being built from the ground up with their own sensors, computational infrastructure,
and so forth. This creates two problems:

1. This requires each application to build its own system software solutions from scratch, causing du-
plication of effort and taking developers’ focus away from their core application logic.

2. This also hinders sharing and reuse of resources, such as sensor inputs, actuators, computational
resources, analysis algorithms, and the analysis data itself.

I aim to provide systems support for the Analysis of Things in a horizontal manner by answering the
following questions: What does a system need to alleviate these problems, and how should it be designed
to accomplish this? The objectives I have identified for this system are to:

• Manage resources and facilitate distributed communication in a multitenant environment

• Provide a programming model for analysis applications that facilitates application developers focusing
on application logic rather than systems problems

• Allows sharing resources (as identified above) between different applications

In my research thus far, I have created a system design and implementation for Live Streaming Analysis
in the Internet of Things, which we refer to as the Analysis of Things (AoT) at a local scale, and a design
for a federated system that supports AoT on a wide geographical scale. Moving forward, I plan to work
with industry to identify the needs of AoT applications, develop proof-of-concept systems that address
these needs, and deploy test bed applications using these systems.
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I look forward to making an impact on the world with my research, which I believe is critical to
enabling the proliferation of intelligent IoT applications. Through corporate partnerships, I hope to create
real-world test bed systems and applications that help to bring my work into practical use. However, the
benefits of my work also extend to education as I have several projects for students to work on and gain
experience in research and development. Furthermore, I keep an eye open for concepts that come up during
my research that could be interesting additions to distributed computing or other systems courses, as well
as opportunities for interesting class projects.

In the past, I advised students on a project called Mobile Cloud, which allowed users to share video
taken on their mobile devices with each other using a cloud backend. The sharing was performed based on
spatio-temporal relationships, so video could be retrieved that pertains to an event at a particular time and
location. In addition to the video frontend implemented on Android mobile devices and communication
between the devices and the cloud, a backend storage system was developed that allowed storing videos
across distributed servers and later retrieving them based on geographical and temporal coordinates. The
backend database originally developed by an undergraduate student was later enhanced as part of another
student’s masters thesis.

At present, I am working with four undergraduate students on technologies that will allow zero-
configuration sensor installation, making devices immediately available to AoT applications. Such zero-
configuration requires a plug-and-play protocol for sensors to announce themselves, the ability to point at
a “driver operator”, code that allows algorithms to access the sensor data, and the ability for applications
to automatically be able to use new sensors at runtime without knowing about them a priori. They are
incorporating this protocol into an IoT test bed that they are also building using Arduinos as controllers
for the sensors and actuators, and running application logic on a backend server.

Extending this avenue of research into the future, running applications could dynamically adapt to
changes in the available sensors (i.e., if sensors are added or removed). I propose three abstractions to be
used in combination to achieve this. First, stream groups represent a collection of streams that contain
the same type of data (e.g., all video), which allows the system to reason about them as a single unit.
An application can create a stream group by specifying a query on sensors, rather than naming a specific
sensor, in the application description. Second, parallel operators allow applications to specify an operation
to be performed on a stream group. Finally, continuous queries for sensors would allow stream groups to
be dynamically updated with new or removed streams and sensors that are added to or removed from the
network. As the system is notified of changes to the continuous sensor query, it must update the stream
group membership, then dynamically adapt any parallel operators using the stream group as input, then
update any stream groups those parallel operators produce as output, and so forth through the running
application.

In the near future, I also plan to adapt my system to be able to use a Fog Computing [2] infrastructure
to provide computational resources for AoT algorithms. The Fog deploys heterogeneous compute resources
in a hierarchical manner, placing computational resources near the edge of the network. As this is a good
contender for a future infrastructure for IoT applications, it is worth investigating how to provide system
support for running these applications in the Fog. Since the Fog infrastructure is still in development, I
plan to leverage industry connections at Cisco and Nebbiolo Technologies to keep pace with current plans
and help me understand the infrastructure in order to support it.

I will also investigate how container technology (OS-level virtualization) can help increase the flexibility
of sharing analysis algorithms by allowing shared components to include not only code but also static data,
libraries, and system configuration. For example, an algorithm that processes streaming camera data may
wish to use the OpenCV library, but being dependent on a shared compute node to have the right libraries
installed makes algorithm portability fragile. Container technology could allow the desired version of the
library to be included with the algorithm code in a container so that it is no longer dependent on software
that may or may not be installed on the compute node that runs it.
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Support for heterogeneous resources on the Worker Nodes, such as GPUs and hardware accelerators
would be a valuable enhancement. This requires giving the system an awareness of the resources available
on each Worker, as well as providing a mechanism in the programming model for resource needs of each
operator to be specified. The system must then be able to efficiently schedule operators with different
needs on the heterogeneous Workers.

Finally, many applications could benefit from enhancing the programming model and execution engine
to dynamically spawn new computation at runtime. This could come up in applications that have situation-
dependent branches in their operator graph, such as a suspect tracking application that spawns tracking
computation each time a suspect is detected.

While the above constitute many potentially useful ideas, I wish to focus my work on having a practical
impact in the world. As such, I plan to leverage industry connections and get in touch with stakeholders,
such as IoT application developers and infrastructure providers, to determine what capabilities are truly
needed in a platform for developing and executing such applications. Moving forward with my research,
the problems I address will be informed by the genuine needs and opportunities presented by real present
and future Analysis of Things.

Furthermore, I will continue working on developing real systems and turning my existing proof-of-
concept implementations into practical, usable systems. I plan to make my work available as open source
and work with IoT developers, device manufacturers, and infrastructure providers to promote the use of
this system. As an open source project, I also hope to seek out collaborators in both industry and academia
to help grow and promote the system.

I believe that system support for the Analysis of Things is a fertile area for further research. It is my
hope that these ideas and other future work will prove to practically benefit AoT applications and have a
real, positive impact in the world.
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